Confidential Security Information

Information Technology Segmentof x %
Financial Statement Audit for Fiscal Year Endmg June 30, 2022

Description of Application SyS‘tem(s) & Information
Techno/ogy Control(s) Desrgn ~

In planning %nd p&rformmg our audit of the financial statements of Minnesota State Colleges and Universities as of and
for the: year ended.June 30, 2022, in accordance with auditing standards generally accepted in the United States of
America, we:considered Minnesota State Colleges and Universities’ internal controls over financial reporting (internal
control) as% basis for designing our auditing procedures for the purpose of expressing our opinion on the financial
statements, but not for the purpose of expressing an opinion on the effectiveness of Minnesota State Colleges and
Universities internal controls. Although this document was generated in support of the financial statement audit of
Minnesota State Colleges and Universities, we do not express an opinion on the effectiveness of Minnesota State
Colleges and Universities’ internal controls.

This report is Proprietary & Confidential and intended solely for the information and use of Minnesota State Colleges
and Universities management and is not intended to be and should not be used by anyone other than these specified
parties.
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Executive Summary

Scope

In support of the 2022 financial audit process conducted by CliftonLarsonAllen, LLP, (CLA) the scope of the
Information Technology and Application System(s) Analysis was focused on the internal controls related to

statement reporting process specific to Minnesota State Colleges and Universities (Minnesota Stgfe

@Eecific

application systems included in the analysis for this fiscal year were as follows:

Business

Operating

Application ET Database s Hosted Managed
ISRS GL-AP-Accruals Oracle Linux Interhalx Internally
ISRS HR (SCUPPS) Oracle Linux Infér.n‘é;ﬁyé_ Internally
eTime Time Reporting Oracle ' I%zrnaﬁy Internally
eProcurement Purchasing Hosted App > ) F_:Wﬁernally Internally
(Marketplace)

Segregation of duties conflicts within ISRS applications identified b

Institution

Dakota County Technical College

e  Fond du Lac Tribal & Community College

9% Northland Community & Technical College

e  Hibbing Community College

Pine Technical College

e Inver Hills Community College

Rainy River Community College

e  [tasca Community College

St. Cloud State University

e  Lake Superior College

Saint Paul College

e  Mesabi Range College”

Vermilion Community College

e  System Office

e  Minnesota State Colleg

At

Organization Administration
2 Application System(s) Administration
3 Information Systems Operations
4 Data Administration
5 Technical Infrastructure Administration
6 Contingency Planning
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Representatives of Minnesota State were requested to provide information specific to application system(s)
and underlying technical infrastructure that were relevant to the financial reporting process to assist CLA in
analyzing the adequacy of control design for each of the domains identified above to determine reliability of
data.

This information was also used by CLA as a basis for discussions during planning and follow up interviews to
confirm adequacy (suitability) of control design and compliance with control design to determine
effectiveness. 5

%,
The results of the analysis were intended to identify design and implementation deficiencies tha brevqnt the

control(s) from being effective and are reported as follows: . B

Exists Control exists as a result of inquiry and/or observation

Partially Exists Control partially exists as a result of inquiry and/or observation Y \\ 2
Does Not Exist Control does not exist as a result of inquiry and/or observation: \ /@
Effective Control is effective based on audit evidence ’

Partially Effective Control is partially effective based on audit evidenc

Not Effective Control is not effective based on audit evidené¢e

Not Applicable

Extreme

High Potential to'negat :‘ely impact reliability/integrity of financial data, availability/security of systems or

Medium Intern t'te‘% otential to negatively impact reliability/integrity of financial data, availability/security of
systems or protection of confidential data (i.e. control exists but not enforced consistently or needs to be
r expanded)
Low < ) .| controls arein place and operating effectively — however inherent risk exists

%‘Comment(s) was assigned a priority that defines a suggested review period and period of
itigating control should be identified and potentially implemented.

In ad(:{itio,'ea
timaif

Review

Priority Period

Identify Mitigating Controls

Immediate Within 10 Days Within 30 Days

High Within 30 Days Within 60 - 90 Days

Medium Within 90 Days Within 120 — 180 Days

Low Within 180 Days Comments are based on “best practice” and can be addressed as time
permits to determine if additional controls should be implemented.
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Summary Analysis

The results of the current year review process are summarized below. The content within the table
identifies controls relevant to financial statement reporting that did not exist or could be strengthened:

Background Investigations

Control Background investigations including criminal history are performed on all candidates that will have access

Expectation(s) to confidential information as a condition of employment.

Control Only candidates that will fill executive positions (i.e. Presidents) and  Reference 3.04 E

Analysis IT positions have background checks completed as a condition of
employment. Results Partlal!y Exnsts

Risk S Meditm:

Comment(s) To the extent possible, Minnesota State should consider Priority ", Medium

background checks on any employee that will have access to \ )

confidential information. G

As an example, requirements for background checks could be
performed based on data classifications (i.e. Highly Restricted,
Restricted) adopted by Minnesota State and the candidate’s
anticipated access to data in the specific classification(s).

2020 Management agrees with this comment. Minnesota State’s H"l'fm'an Resources division will explore

Management conducting background checks for individuals that have access to significant amounts of Highly Restricted

Response data. . :

2021 Management has developed guidelines for background Zchecks. Currently it is up to each Vice Chancellor to

Management determine which staff will require background checks: *Due to budget restrictions in 2021 it was

Response determined to keep the background cheq_lg_s the same. Management will review the requirements again in
2022. N

DRAFT 2022 Management accepts this risk. Employees new to Minnesota State complete training regarding the proper

Management management of public vs. non- pub_@: data as defined by Chapter 13 Minnesota Data Practices. Current

Response employees attend training anhually Breaches of data privacy are considered just cause for employee

discipline up to and l%ludlr@d|scharge Background check findings are unlikely to provide assurance that
breaches of data privacy. will not occur. Further, the expansion of background checks potentially increases
our risk of potenttai d|sparate treatment or disparate impact claims that is inherent in conducting criminal
background checks. anesota State believes its ongoing awareness protocols for the proper handling of
private data is an effective method for ensuring the proper handling of private data by all

employees. anesota State performs background checks on finalists for executive positions and those

required by'law or to receive federal funding.

B, o
o, A
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Application Administration — ISRS

Control
Expectation(s)

Technical permissions within application systems and assignment of roles should be reviewed for
appropriateness to determine if a user has excessive privileges or privileges that do not adequately

separate authority.

Control
Analysis

Combinations of security roles within ISRS have been identified to

be incompatible.

Results of user account testing for the institutions in scope for the
current fiscal year identified individuals that have technical
privileges within ISRS to perform transactions that are considered
conflicting. Counts of individuals, by institution are identified in
the table below. Details have been shared with management.

Reference 6.18
Results Pending
Completion.of
Finaneial
“StatementAudit
Risk ‘Mediu

Individuals w/

Individuals w/

Individuals
College(s) / Universities w/ HIGH MEDIUM BOTH
Risk Conflicts | Risk Conflicts Risk Conflicts
Dakota County Technical College 1 5 1
Fond du Lac Tribal & Community College @ 2
Hibbing Community College Ty 2 - 1 0
Inver Hills Community College N .0, 3 1
Itasca Community College =3: 2 0
Lake Superior College s 1 2 0
Mesabi Range College .. N 1 1 1
Minnesota State College - Southeast Te i 1 0 1
Minnesota State University Mqorh\;ead 1 0 0
Northland Community & T éhnicgi;_ Cblleg’e 1 0 1
Pine Technical College © . ", 2 2 1
Rainy River Community College 2 1 0
st. Cloud State University 0 2 1
Saint Paul“College 7 0 1 1
Vermilign nggﬁmunity College 3 1 0
System Office 4 2 0
Comment(s) . % Management should analyze users with conflicting technical Priority Medium

permissions within ISRS to determine if privileges are based on
business need and / or compensating controls are in place to

reduce or eliminate risk.

Specifically, management should establish procedures to approve
conflicting technical permissions that are necessary to perform
business responsibilities and monitor activity performed by these

users to ensure all transactions are authorized.

CLA financial audit staff will identify in the financial audit
management letter any conflicting roles where management has

not identified a compensating control.

October 31, 2022
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Application Administration —

ISRS

2020
Management
Response

Management agrees with this comment and feels the Security Management application currently provides
adequate notification to the security role approver of an incompatibility before the role is approved.
Additionally, when a role with an incompatibility is approved, the Security Management application provides
a text box where the security role approver should record the mitigating control that will be in place.

Colleges and universities with incompatibilities noted in the scope of this audit have reviewed the assigned
roles and confirmed the business need or removed the role in cases where the business need no longer
exists.

2021
Management
Response

appropriate compensating or mitigating controls are not in place.

DRAFT 2022
Management
Response

Management will work with any colleges and universities where the financial statement auchtars determine
appropriate compensating or mitigating controls are not in place.

-
A

Monitoring Users with Known Segregation of Duties (SOD) Conflicts

Control
Expectation(s)

Activity performed by users with conflicting permissions is logged a@ reviewed by management on a
scheduled basis.

Control As a result of discussions with management of “in scopt\;” f:ollegués Reference 6.15

Analysis and universities, it was noted that SOD conflicts were a result of
business need, either for backup of personnel or gress training. Results Pending

Completion of
However, activity performed by users with known conggcts is not Financial
reviewed on a scheduled basis. Statement Audit
; % Risk Medium

Comment(s) Management should review activity.performed by users with SOD Priority Medium
confl|cts on a scheduled baS|s to conﬂrm only authorized

2020

Management review current practt%gs anq fook into adding a review of their incompatible duties, compensating controls,

Response and the documentatvq_n of those controls.

2021 Management:will work with any colleges and universities where the financial statement auditors

Management determine appropriate compensating or mitigating controls are not in place.

Response v

DRAFT 2022 _# | Management will work with any colleges and universities where the financial statement auditors

Management © . determine appropriate compensating or mitigating controls are not in place.

Response

User Account Administration — Stale User(s)

Cont@ol ) User accounts for employees that separate should be disabled / deleted on or before the last date of
Expectation(s) employment. In addition, department managers should perform a periodic user account review to ensure

user accounts were disabled / deleted as expected and report any evidence of misuse to management.
Control Based on analysis of current user accounts compared to a list(s) of Reference 6.16/6.20
Analysis current or terminated employees, it was noted that some user

accounts were still active for employees that separated from Results Partially Effective

Minnesota State. This included employees who left Minnesota . .

Risk Medium

October 31, 2022
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User Account Administration — Stale User(s)

State that had user accounts that were still active at the time of
field work. User access was primarily “view only” permissions.
Counts of user accounts, by institution are identified in the table
below. Details have been shared with management.

Risk Medium

College(s) / Universities Stale Users by Application

HR General
SCUPPS

“aMarket
Ledger %,

Dakota County Technical College 0

Fond du Lac Tribal & Community College

Hibbing Community College

Inver Hills Community College

U,

Itasca Community College

Lake Superior College

Mesabi Range College

Minnesota State College - Southeast Technical

Minnesota State University Moorhead

Northland Community & Technical College

Pine Technical College

Rainy River Community College

St. Cloud State University

ko

Saint Paul College

Vermilion Community College * @? . ¢ %

#
o|lo|lo|~v|o|lo|o o o |'o o 6|lo|lo|o
o|lo|vM|w|lo|lo|Nv NN, |lolal's o o:
mr|lo|lo|lo|lo|nv|rkr|o|lo|lo|lo|lo|o]|o o

System Office

Management shguld::' Vviévv:;;rocedures for disabling / deleting user  Priority

Comment(s) 3 Medium
accounts within éppli@tipm@s{/stems that transfer or separate from
colleges and universities. “User accounts that remain active for
separated emp@yees répresent risk to Minnesota State, especially
any accounts V@i{h elevated privileges.
2020 Managé@;ent ‘ﬁ?ees with this comment and feels that the Minnesota State Colleges and Universities have
Management .| made greét strides in reducing stale security roles in recent years through communication and functionality
Response ' _added to the Security Management process. Supervisors can now remove security roles through the
' Employee Dashboard. Active security is also reviewed and recertified annually during November and
Py, % December and stale security roles that are not removed by the supervisor will be found during that
% . % process. The four universities and colleges named in the scope of this audit will remove the stale users that
b | have been identified.
2021 i Management agrees with this comment and feels that the Minnesota State Colleges and Universities have
Man%emerit continued to make great strides in reducing stale security roles in recent years through communication and
Response functionality added to the Security Management process. Supervisors can now remove security roles

through the Employee Dashboard. Active security is also reviewed and recertified annually during
November and December and stale security roles that are not removed by the supervisor will be found
during that process.

The few colleges and universities named in the scope of this audit have or will remove the stale users that
have been identified. Some of the names identified as of 6/30/21 actually current users so no action
necessary on those. Overall, the small number of state users is very impressive and staff had left within a
few months’ time.

October 31, 2022
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User Account Administration — Stale User(s)

DRAFT 2022
Management
Response

Management agrees with this comment and feels that the Minnesota State Colleges and Universities have
continued to make great strides in reducing stale security roles in recent years. The few colleges and
universities named in the scope of this audit have or will remove the identified stale users. The table also
indicates quite a few colleges and universities did not have any users identified during the audit review.

Logical Access — User Account Administration

Control
Expectation(s)

the organization including administration of user accounts and passwords.

Control Operating Instruction 5.23.1.1 identifies minimum password length Reference
Analysis of 8 characters. In December 2021, the Center for Internet Security ‘

(CIS) updated the recommended minimum password length to 14. Results w, Partially Exists

Risk .. "= Medium

Comment(s) Management should consider strengthening passwords by Prio}ity ; Medium

increasing password length from 8 to 14 with technical % W

enforcement.

Y A

DRAFT 2022 Management accepts the risk. Minnesota State requires multi- factt’ﬁauthentlcatlon for all system
Management administrators that access enterprise technology systems andfor all students, faculty and staff that utilize
Response the Microsoft Office 365 applications. These systems store or handle much of Minnesota State’s sensitive

and personally identifiable information. Minnesota State:has.also implemented lockouts for enterprise
systems after 10 unsuccessful login attempts. Management:feels the requirement of multi-factor
authentication, and the implementation of Iockouts, are adequate compensating controls in lieu of a 14-
character password. :

Data Transfer(s) — Outgoing

Control
Expectation(s)

Data custodians and/or data ﬁwneg must approve confidential data being transferred to an external entity
prior to transm|55|on of d_ata'.

Control Approval to transmit ata 0utsvde of the organization on a Reference 12.03
Analysis scheduled basis as. pa t of an automated job is obtained as part of

the job approval proa_g_ss Adhoc file transfers do not require Results Partially Exists

approval pr|or #:Q transfer of data. Risk Medium
Comment(s) To the.extent reasonable approval should be obtained before Priority Medium

transmlt%ng any confidential data outside of the organization. In

- addition, Minnesota State should continue the evaluation /
* L. implementation of a Data Loss Prevention (DLP) tool.

2020 @ % Minnesota State partially agrees with this comment. Minnesota State will continue evaluating and/or
Managemen t “| implementing a Data Loss Prevention tool. However, due to resources and personnel constraints,
Response | implementing a comprehensive process where data owners approve transfers of confidential data in all

instances may not be feasible. As a mitigating control, the Public Jobs; Private Data online training module
instructs employees to only share data with authorized individuals on a need-to-know basis.

2021
Management
Response

October 31, 2022

Minnesota State partially agrees with this comment. Minnesota State will continue evaluating and/or
implementing a Data Loss Prevention tool. However, due to resources and personnel constraints,
implementing a comprehensive process where data owners approve transfers of confidential data in all
instances may not be feasible. As a mitigating control, the Public Jobs; Private Data online training module
instructs employees to only share data with authorized individuals on a need-to-know basis.
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Data Transfer(s) — Outgoing

Control
Expectation(s)

Data custodians and/or data owners must approve confidential data being transferred to an external entity
prior to transmission of data.

DRAFT 2022
Management
Response

Management partially agrees with this comment. Minnesota State will continue evaluating and/or
implementing a Data Loss Prevention tool. However, due to resources and personnel constraints,
implementing a comprehensive process where data owners approve transfers of confidential data in all
instances may not be feasible. As a mitigating control, the Public Jobs; Private Data online training module
instructs employees to only share data with authorized individuals on a need-to-know basis. Minnesota
State has also developed guidance on where users should store sensitive, protected or personally .
identifiable information and secure methods for transmitting information in technology systems.

Network and Web Application Penetration Testing

Control
Expectation(s)

Network and web application penetration testing is performed annually by an e}gl:\érqal sécurity services
firm. R, B

Control External and Internal network penetration tests were not ERe:.t%f;tﬂ‘.re_nt;g 15.10/15.11/
Analysis performed during FY2022 as part of the alternating year plan. The B Yy, 15.12
internal network penetration test is still being evaluated for%: ' ? | iall .
feasibility based on financial budget. Web applications are 9ca'nnecf§; ReSults Partially Exists
for vulnerabilities but were not penetration tested duri@g FY2022. "Risk Medium
Comment(s) CLA recommends Internal, External and Web Application Priority Medium
penetration testing be performed annually to identify-and®,
remediate new vulnerabilities which may be present due:to
configuration or application changes, or new.vulnerabilities being
discovered and added to vulnerability scanhingfdgtébases.
2021 Management agrees with this recommendation: Testing was delayed due to budget constraints and the
Management impact of COVID-19 and Minnesota State staff not being onsite. Management will evaluate the viability of
Response conducting penetration testing in FY2022. X
DRAFT 2022 Management agrees agree with this fecommendation. Testing was delayed due to budget constraints.
Management Management will evaluate the viability of conducting penetration testing in FY2023.
Response ;

Server Administrator Passwords

Control
Expectation(s)

Server a%?ninis;éator access requires a unique user ID and password that is stronger than non-privileged
users. This.includes changing passwords on a more frequent basis than non-privileged users.

Control 4% Stronger passwords are used in practice by administrators, but not Reference 16.02
Analysis “technically enforced. However, users that have been assigned 16.03
@ | server administrator privileges must authenticate with Multi-Factor | il .
Ry, Authentication (MFA) prior to accessing servers in the data center. Results Partially Exists
Risk Medium
Comment(s) Even though MFA is required to access servers in the data center, Priority Medium
%, Minnesota State should implement technical enforcement of longer
passwords. This is intended to mitigate the risk of compromised
credentials that could result in unauthorized access if MFA is
bypassed.
2020 Management accepts the risk. In the event that MFA fails, as a mitigating control, accounts are locked out
Management after 10 attempts.
Response

October 31, 2022
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Server Administrator Passwords

Control
Expectation(s)

Server administrator access requires a unique user ID and password that is stronger than non-privileged
users. This includes changing passwords on a more frequent basis than non-privileged users.

2021 Management accepts the risk. In the event that MFA fails, as a mitigating control, accounts are locked out

Management after 10 attempts.

Response

DRAFT 2022 Management accepts the risk. In the event that MFA fails, as a mitigating control, accounts are Iocked out

Management after 10 attempts. T 5

Response N U,
S e, e

Business Continuity Plan (BCP) & Disaster Recovery Plan (DRP)

Control
Expectation(s)

The DRP is tested on a periodic basis for reliability by the organization to determine that technical
infrastructure and application systems could be recovered within an acceptaL‘ﬂe@‘nék period by the
business including consideration of relocating to an alternate location’if the current facility is rendered

unusable. s By G
Control The BCP & DRP were not formally tested during FY2022. In . “Reference 20.04 & 20.05
Analysis addition, since there was no testing of either the BCP or DRP%E Y 4 N 21.03 & 21.04
existing Plans were not updated. : R
% % * Results Does Not Exist
; Risk Medium
Comment(s) Minnesota State should test the BCP & DRP annualliy to ensure Priority Medium
infrastructure and application systems could be recoy,e{ed within a
time period acceptable to the business.
2021 Management agrees with this flndlng, A %@ject@has been started to mature DRP and BCP processes and
Management documentation.
Response
DRAFT 2022 Management agrees with thFS findiul.ﬁfg. A project to mature DRP and BCP processes and documentation was
Management completed in fiscal year 2022, A tabletop exercise is scheduled November 2022 to identify gaps and make
Response

October 31, 2022
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Physical Security

Control Physical access activity is periodically reviewed by management. In addition, colocation data centers are
Expectation(s) notified of employee separation(s) with individuals authorized to access the colocation data centers
periodically validated by management.

Control Physical access activity logs are available from each colocation data  Reference 22.05 / 22.06 /
Analysis center but are not reviewed by management. Processes are in 22.07

place to notify the colocation data center(s) when an authorized @ K

. . Results Partlallyﬂﬁz%sts
employee separates and validate authorized employees annually. g
Risk Medium

Comment(s) Management should review the current processes to notify the Priority — gMe(iﬁ”ffm

colocation data centers when an employee that is authorized to s

access the data centers separates. The periodic validation should
occur timely to identify any individuals that did not get their
authorization removed as part of a role change or separation.
Physical access activity should be reviewed periodically to ensure
no unauthorized resources accessed the EDC4 or EDC6 data centers.

2021 Management agrees with this finding. Management will revi:% cu‘rre@t‘ p@cesses for identifying individuals
Management that have separated from the organization and have them ré’m‘oved@}om the list of those authorized in a
Response timely manner. - m

DRAFT 2022 Management agrees with this finding. Management \A_/__;I_J:réview current processes for identifying individuals
Management that have separated from the organization and have t%mare_mgoved from the list of those authorized in a
Response timely manner. L2y

Uy
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